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Suppression  of  Enemy  Air  Defense 
(SEAD)  as  an  Information  Duel 

Donald  P.  Gaver 
Patricia  A.  Jacobs 

1.  Introduction:  (Red)  Enemy  Air  Defense  and  Its  (Blue)  Suppression  (SEAD) 

A  group  of  Blue  striking  aircraft  (the  Attackers)  is  entering  a  region,  denoted  as  9L,  to 

attack  Red  assets  therein.  Within  the  region  are  a  number  of  Red  air-defense  installations, 
generically  Enemy  Air  Defense  (EAD)  shooter  subsystems.  These,  the  Defenders,  have  the 
capacity  to  jam  and  shoot  down  (via  ground-to-air  missiles,  or,  eventually,  advanced 
directed  energy  weapons),  the  Blue  Attackers.  They  are  coordinated  by  communication 
linkages,  elements  of  which  may  be  subject  to  attack  physically  and  by  Information 
Operations  (10)  techniques. 

To  oppose  the  above,  Le.  conduct  suppression  of  enemy  air  defenses  (SEAD),  the 
Blue  force  can  select  from  various  assets  and  tactics.  This  report  discusses  some  optional 
combinations  of  systems  and  tactics  in  terms  of  simple  state-space  models,  both 
deterministic  and  stochastic.  The  stochastic  models  are  Markov  processes  that  can  be 
solved  explicitly  in  the  present  circumstances,  or,  if  desired,  as  object-oriented  simulation 
models  with  stochastic  features  at  a  later  stage  (this  latter  step  is  not  taken  here).  First  we 
specify  some  elements  of  the  interplay  between  Attackers  and  Defenders.  Our  presentation 
suggests  several  altemative/optional  models,  all  of  which  have  the  feature  that  information 
acquisition  can  be  both  beneficial  and  harmful,  and  that  a  balance  can  be  struck.  Because 
of  the  stripped-down  approach  taken  it  is  possible  to  explicitly  characterize  “optimal” 
strategies  in  simple  form.  For  further,  more  extensive,  work  in  the  present  area  see 
Glazebrook,  Gaver,  and  Jacobs  (1998). 


2.  Model  D-l:  An  Exploratory  Deterministic  2-Sided  Model  for  SEAD 

2.1.  The  Setting  and  Modeling  Approach 

We  study  a  simplified  version  of  an  information  duel  between  Blue  Attackers  (e.g. 
EA6B  a/c  equipped  with  air-to-ground  HARM  missiles)  and  Red  (Area)  Defenders, 
equipped  with  anti-air  missiles.  The  latter  are  arranged  in  defense  of  a  region,  and  are 
composed  of  a  system  of  Early  Warning  Radars,  Rgw(t)  in  number  at  time  t,  and  a  further 
system  of  radar-equipped  anti-air  missile  shooters,  called  in  our  jargon  Full  Houses,  and  in 
number  Ra(0  at  t. 

Scenario 

The  scenario  is  this:  at  time  t  =  0 

(a)  A  force  of  Bu(0)  Blue  Attackers  arrives,  or  is  initially  present,  at  the  edge  of  the 
detection  envelope  of  the  Red  EW  force,  of  size/capability  Rew-  The  number  of  Blues 
present  but  undetected  at  t  (in  undetected  state)  is  Bu(f)  for  any  t  >  0. 

(b)  Blues  are  detected  at  a  rate  in  time  that  reflects  the  number  of  Red  EW  units 
available,  and  the  number  of  Blues  undetected  at  time  t  >  0.  The  number  detected  at  time  t 
(in  the  detected  state)  is  denoted  by  Boit). 

(c)  Blues  detected  (by  Red)  units  are  placed  on  a  Red  Full  House  system  (shooter) 
target  list,  regarded  as  a  service/queuing  system  with  Ra(0  “servers”  (Le.  missile 
shooters).  A  service  time  is  a  tracking  time  that  terminates  with  a  shot. 

(d)  Red  shooters  have  two  modes  of  operation: 

(d-l)  extensive  radar  emissions,  in  which  case  the  probability  of  defensive  missile  kill  of 
a  Blue  is  relatively  high,  but  retaliatory  response  by  some  Blues  is  quite  likely,  and  also 
relatively  effective; 

(d-2)  minimum  radar  emissions,  in  which  case  Blues  are  less  vulnerable  (smaller  kill 
probability  of  R  on  B),  but  Red  Full  House  units  are  also  less  detectable. 

Here  next  are  dynamic  equations  to  describe  the  above  interchange. 
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2.2.  Dynamic  Equations 


— j-(Q  —  %ewBq  (QRew  (0  (2.1) 

Blue  arrival  Detection  rate  of  Blue 

rate  at  t  by  Red  Early  Warning 

This  equation  describes  the  evolution  of  the  undetected  Blue  population  in  the  area  at 
t,  Bvit).  It  does  not  model  saturation  of  the  Red  Early  Warning  system  or  its  targeting  and 
attrition;  Blues  undetected  become  detected  in  proportion  to  their  number  and  the  number 
of  Red  EW  facilities,  which  for  the  present  is  Rsw(t)  =  Rew( 0)  =  Rew.  Next, 

— ~~~ =  %EwBu(t)REw{t)—v  mRa^)- — ~\~A^riPri  +  6rqP ?q)-  (2.2) 

dt  v— — : — v — — — '  I  +  Bdu) 

Detection  rate  of  Blue  v _ v  7 _ , 

by  Red  Early  Warning  Attrition  rate  of  detected  Blues  by  Red  actives, 

either  emitting  extensively  or  minimally 


The  complete  Blue  attrition  term  vrbRa  (f) 


Bp{t) 

\+bd  (0, 


represents  the  rate  at  which  Red 


shooters  complete  acquisition  and  tracking  of  detected  Blues;  the  component  term 
(BD(t)/(l  +  Bd (r)))  represents  saturation  of  the  Red  forces  by  Blues  in  queue  (on  target 


list)  to  be  shot:  here  if  Bp(t)  much  exceeds  unity  then  Red  forces  can  only  complete 
tracking  at  a  rate  proportional  to  their  own  (current)  force  size;  see  Filipiak  (1988),  and 
Gaver  and  Jacobs  (1998).  Saturability  at  a  larger  value  can  be  adjusted  by  adding  a 
parameter,  and  provisions  for  loss  of  Red  track  on  Blue  can  likewise  be  made  in  the 
model;  Blue  decoys  can  be  added.  The  term  (fryP/  +  OrqPq)  represents  the  kill  probability 
of  a  Red  shooter  system  that  either  chooses  to  shoot  using  extensive  emission  (probability 
of  this  choice  is  0k/),  in  which  case  the  kill  probability  is  Pri\  otherwise  Red  utilizes  a 
“quiet”  mode,  Le.  with  minimal  emission  (probability  of  this  choice  is  6rq  =  1  -  fry),  so  as 
a  result  the  kill  probability  is  Prq.  It  is  anticipated  that  Pri  is  greater  than  Prq.  Although 
mode  I  leads  to  higher  kill  probability  it  also  exposes  the  Red  shooter  to  Blue  detection 
and  more  effective  retaliation.  The  parameter  fry  is  thus  a  Red  decision  variable.  We  shall 
furnish  simple  rules  for  choosing  its  value. 


3 


For  Red  actives  (Full  House  systems),  Ra(0,  we  stipulate  the  following. 

~~l~  =  (Bd^+Bu 


Rate  at  which  extensively  emitting  Red 
leads  to  retaliatory  kills  by  Blue 


VrbRa  ( t )  ~~~7T‘  ‘{BD{t)  +  Bv{t))v brP brq 
1  +  Bd[J)  J 


(2.3) 


Rate  at  which  minimally  emitting  Red  response 
leads  to  retaliatory  kills  by  Blue 


Note  that  in  (2.2)  and  (2.3)  detected  Blues  are  immediately  targetable  in  this  model;  a 
realistic  delay-prone  communication  network  is  not  explicitly  modeled  here.  The  first 


term. 


V  RB  R a  (t)\ 


BD{t)d 


RI 


.i +M0JJ 


,  represents  the  (saturable)  rate  at  which  the  current  Red 


force  terminates  preliminary  tracking  and  emits  extensively  while  prosecuting  (probability 
6rj)  Blue  targets;  this  rate  translates  into  a  rate  of  counter-fire  proportional  to  all  live  Blue 
forces  (BD(t)  +  Bu(t ));  kill/attrition  of  the  extensively-emitting  (illuminating)  Red  by  those 
Blue  forces  is  at  rate  vbrPbri .  The  subsequent  term  is  the  same  as  the  last,  but  accounts  for 
the  occasions  on  which  Red  emits  minimally  (“is  quieter”)  and  hence  is  killed  at  a  smaller 
rate,  vbrPbrq-  Although  a  mixed  policy  is  available,  and  can  well  be  time  and  state- 
dependent,  it  may  turn  out  that  a  Red  policy  will  be  to  set  6ri  (hence  6rq)  to  either  one  or 
zero;  ie.  adopt  a  pure  strategy.  An  occasion  when  this  is  so  follows. 


2.3.  Analysis 

Suppose  the  “combat  clock”  is  started  at  t  =  0,  with  all  Blues  assigned  for  SEAD 
initially  present  at  that  time.  Equations  (2.1)-  (2.3)  can  be  explicitly  analyzed  in  closed 
form  if  Ut)  =  0  and  RewQ)  s  Rew,  a  constant.  The  solution  to  (2. 1)  is 

By  (t)  =  B( ;  (0)  exp{-£  RewI  }  •  (2.4) 

Let  9r  =  ( OriPri  +  QrqPrq)vrb 
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and  8  b —{QriPbri +Q  rqPbrq)vbr- 

Adding  equation  (2.1)  and  (2.2)  results  in 

dt  \  +  Bd  (f) 

where  B(t)  =  By(f)+ £y(r);  of  course  5(0)  =  By  (0). 

Equation  (2.3)  can  be  rewritten  as 

1  dRA  (t)  _  /  a  Bp  (?)  -  /  ■  x 

eB  dt  U()l+ffe(r)*()' 

Divide  equation  (2.6)  by  (2.5),  which  results  in 

dRA(t)  _  @b  j>(t\ 
dB{t)  e* 


Thus, 


Integrating  results  in 


B(t)dB(t)  =  ^-dRA(t). 
vB 


[B2(t)-B2  (0)]  =  2  (/)  -  Ra  (0)] . 


Notice  that  the  solution  is  essentially  parameterized  by  an  exchange  ratio,  9RfdB .  Further, 
Blue  may  have  the  advantage  since  Red  is  vulnerable  while  it  is  prosecuting  targets. 

Since  X(t)  =  0,  if  *-»«>,  then  either  limB(t)  =  0  or  limT?^?)  =  0.  In  fact,  if 

B(0)  >  then 


BH  =  Jb2( 0)-2j-Ra(0)  and  RA(o°)  =  0; 


(2.10, a) 


Blue  wins,  killing  all  Red  AD  units/shooters;  if  B(0)  <  J2~£-RA(0)>  then  £(°°)  =  0  and 

V  6b 
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(2.10,b) 


Z  Ur 

here  Blue  loses  all  forces,  with  Red  AD  survivors  available  for  countering  later  attacks. 

It  is  always  to  the  advantage  of  Red  to  maximize  the  exchange  ratio  dR[dB :  doing  so 
either  maximizes  Blue’s  losses  if  B(0)  is  sufficiently  large,  or  maximizes  Red’s  survivors. 


Differentiation  of  the  exchange  ratio  shows  that 


Red  should  emit  extensively  (Ori  =  1)  if 


Pm  ^  Prq 
Pbri  Pi s rq 


or,  equivalently,  if 


(2.11) 


Otherwise,  Red  illumination  is  held  to  a  minimum,  i.e.  in  (2-state.  See  Section  3  for  the 
surprising  reappearance  of  the  above  rule  in  the  context  of  a  seemingly  quite  different, 
stochastic  model,  context. 

In  words.  Red  should  emit  extensively  if  her  relative  advantage  from  so  doing  exceeds 
the  relative  advantage  to  Blue  from  Blue’s  capability  to  profit  from/capitalize  on  Red’s 
use  of  extensive  emission.  It  is  noteworthy  that  in  this  model  the  optimal  strategy  for  Red 
holds  regardless  of  the  value  of  vrb.  Red’s  attrition  rate  on  Blue;  nor  is  there  dependence 
on  %ew,  the  rate  of  detection  of  the  Blues  by  the  Red  EW  system.  A  more  subtle  model 
would  represent  Blue  and  Red  reactions  to  actual  occurrences,  necessarily  modeled  - 
stochastically  interacting  stochastically  modeled;  this  step  is  postponed. 

Blue  SEAD  planners  can  clearly  make  use  of  the  above  for  planning  purposes,  ie.  to 
size  an  attacking  force  approximately.  In  a  following  section  the  same  basic  conclusion  is 
deduced  from  a  simple  stochastic  model. 

Figures  1-3  display  the  numbers  of  Red  and  Blue  alive  assets  as  a  function  of  time.  In 
Figure  1,  £ EwRnvit )  =  10  per  hour;  Vrb  =  10  per  hour  (service  rate  for  each  Red);  PRJ  =  0.8 
(probability  extensively-emitting  Red  kills  a  Blue  a/c);  Prq  =  0.5  (probability  minimally- 
emitting  Red  kills  a  Blue  a/c);  vbrPbrj  =  0.08  per  hour  (rate  at  which  an  extensively- 
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emitting  Red  is  killed  by  a  Blue  a/c);  and  vbrPbrq  =  0.02  per  hour  (rate  at  which  a 
minimally-emitting  Red  is  killed  by  a  Blue  a/c).  Figure  1  compares  the  numbers  of  alive 
Red  and  Blue  assets  as  a  function  of  whether  or  not  Red  is  always  emitting  extensively  or 
always  emitting  minimally.  Red  emitting  minimally  results  in  fewer  casualties  to  itself  but  it 
takes  a  longer  time  to  kill  specified  numbers  of  Blues.  In  Figure  2,  vbrPbri  -  0.05,  with  the 
other  parameters  the  same.  Comparing  the  extensively-emitting  cases  of  Figures  1  and  2, 
more  Reds  survive  and  any  specified  number  of  Blues  are  killed  sooner  for  VbrPbri  =  0.05. 

In  Figure  3,  the  Reds  are  always  emitting  minimally,  vbrPbrq=  0.05,  and  the  other 
parameters  are  as  in  Figures  1  and  2.  Figure  3  displays  the  numbers  of  Red  and  Blue  assets 
for  differing  values  of  the  initial  number  of  Blue  a/c.  Note  that  in  the  present  situation  the 
number  of  Blue  aircraft  needed  to  kill  all  the  Red  AD  sites  is  more  than  twice  the  number 
of  AD  sites.  An  increase  in  Blue  lethality  should  have  great  leverage. 

3.  Model  S-l:  Elementary  Stochastic  Duel  Between  One  (Red)  AD  System 

and  a  Succession  of  Blue  Suppressors 

Suppose  a  single  Red  (E)AD  unit  is  in  opposition  to  a  Blue  force  intent  on  removing 
this  obstacle.  The  Blue  force  might  be  platforms  that  are  HARM-launchers  devoted  to 
suppressing  enemy  air  defense  (SEAD);  they  come  within  (Red)  range  so  as  to  have  better 
access  to  the  target,  but  in  so  doing  expose  themselves  to  attrition.  Our  model  yields 
explicit  formulas  for  assessing  attrition  tradeoffs  in  the  present  simple  setting. 
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Number  of  Red  and  Blue  Assets  Alive  at  Time  t 


Figure  1 
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Number  of  Red  and  Blue  Assets  Alive  at  Time  t 


Figure  2 
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Number  of  Red  and  Blue  Assets  Alive  at  Time  t 


Figure  3 


Model  Functionality 

(a)  Each  time  Red  fires  it  is  in  quiet  mode  (emitting  minimally)  with  probability  Brq, 
and  otherwise  in  extensive  emitting! radiating  mode  with  probability  Ou  =  (1  -  Brq).  Here 
Briis  a  possible  decision  variable;  see  Section  2. 

(b)  Given  that  Red  is  in  the  extensive  emission  mode  (is  emitting).  Red  is  killed  by  a 
Blue  with  probability  Pbri-  If  it  is  in  the  quiet  (minimally-emitting)  mode.  Red  is  killed  with 
probability  Pbrq- 

(c)  Given  that  Red  is  in  extensive  emission  mode,  it  kills  a  Blue  opponent  with  Pri\  if 
Red  is  in  quiet  mode  its  Blue-kill  probability  changes  (presumably  drops)  to  Prq. 

(d)  Assume  shots  occur  one  at  a  time:  Red  fires  at  some  Blue,  and  a  Blue  responds; 
this  is  an  elementary  transaction.  These  are  repeated  until  Red  is  killed;  in  the  meantime 
many  Blues  may  be  killed. 

Questions: 

(3.1)  How  many  shots  does  Red  complete,  and  how  many  Blues  are  killed,  before  Red  is 
eliminated  (by  a  successful  shot;  cumulative  damage  is  not  modeled). 

(3.2)  What  is  a  good  (“optimal”!)  strategy  for  Red  to  follow  so  as  to  decimate  the  Blue 
force  as  extensively  as  possible  before  itself  being  eliminated? 

Let  Kb  be  the  random  number  of  Blues  killed  before  Red  is  killed.  Then 


0  with  probability  BrQ{  1  -  Prq )PBrq  +  Bri(1-Pri )PBri 

1  with  probability  BrQPrQPBrq  +  Br,PriPBrj 


Kb  — 


(3.1) 


0  +  K'b  with  probability  Brq(1  —  P R(?)(l —  P brq )  +  Bri(1  —  Pri)(1  — PBri) 

1  +  Kg  with  probability  Brq  Prq  (l  —  P Brq  )  +  Bri  Pri  (1  —  PBrj  ) 

where  KB  is  a  random  variable  having  the  same  (unconditional)  distribution  as  KB:  it  is  the 
result  of  “starting  over”. 
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Now  take  conditional  expectations  as  in  (3.1)  to  find 


E\Kb\  =  1  •  \@rqPrq  +QrjPri]+ \@rq  (l  “  Pb  rq  )  +  Qri  (1  Pbri  )]^[^«] 


E[Kb]  = 


sine  cE[K'b]  =  E[KbI 
If  0rq  =  1,  then 


\QrqPrq  +0riP */] 

1  PbRq)  +  0R1  —  P BRl )] 

QrqPrq  +  Qr/Pri 
QrqP brq  +  QriPbri 


E[Kb]  =  E[Kb(Q)]  = 


(3.3,a) 


If  6k;  =  1,  then 


P BRQ  P BRI 


E[Kb]  =  E[Kb(E)]  = 


(3.3,b) 


E[Kb]=  e*ap*o+0»?JLz]l g,  fOrO<0*e<l 

6  rqPrrq  +  Qr/Se  Pbrq 

For  Red,  the  policy  that  maximizes  the  expected  number  of  Blues  killed  before  it  is 
eliminated  is  determined  by  a  simple  transaction  kill  ratio 


Emit  extensively  if 


Pri  >  Prq 
Pbri  Pbrq 


Emit  minimally  if 


Prq  >  Pri 
Pbrq  Pi bri 


(Extensive  and  minimal  emissions  are  equally  effective  if  equality  holds.) 
This  is  exactly  the  condition  (2.1 1)  found  for  the  deterministic  model. 
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Model  S-2: 


Assume  there  are  i  types  of  Blue  targets:  i  =  1, ...  I.  Let  Prq(i)  (respectively  Pri(i))  be 
the  probability  of  a  quiet  (respectively  extensive  emitter)  Red  killing  a  type  i  Blue  target. 

Let  cci  be  the  probability  a  Blue  target  is  of  type  /;  i  =  1, ...  /. 

E[Kb  ]  =  X  cci  {[#*e  {i)Prq  (i) +0ri  (i  )Pri  (0] + [Prq  (0(1  ~  Pbrq  )  +  Or/  (0(1  -  Pbri  )]£[ATb]|  (3.5) 

i=i 

where  dRi(i)  =  1  -  0RQ(j). 


Solving, 


E[Kb]  = 


X  RQ  (OPrQ  (0  +  &  Rl  (Op R/  (0] 


1  ~  X  CCi  \Qrq  (0(1  ~  Pbrq  )  +  Pri  (0(1  “  Pbri  )] 


i=i 


X  a,-  [e  (0  Prq  (0  +  0R'  (OPri  (0] 


Rq(QPi 9RQ  +0  RliOPBRi] 


i=l 


(3.6) 


Since 


g/rctOMO+MOMO^.. 

Prq  (OPbrq  +Pri  (0  Pi srj 


for  i  =  1,.../,  0  <  6rq( i)  <  1,  it 


follows  that  Red  would  like  to  follow  a  strategy  that  maximizes  the  expected  number  of 
Blue  kills;  a  convenient  heuristic  is  analogous  to  (3.4),  applied  to  individual  target  classes. 


For  a  target  of  type  i, 

_  ..  .  .  .£  Pri( 0  .  Prq( 0 

Emit  extensively  if  - > - 

Pbri  Pi brq 

Emit  minimally  if  QgMl  >  IllMl 

Pbrq  Pbri 


(3.7) 


The  suggested  heuristic  policy  for  Blue  that  approximately  minimizes  the  maximum  value 
of  E[Kb\  is  to  always  present  those  targets  of  type  h  to  Red  where  i«  is 


13 


This  model  gives  Red  credit  for  being  able  to  perfectly  distinguish  different  types  of  Blue 
targets  (certainly  optimistic  for  Red),  focusing  on  a  priority  list  related  to  vulnerability  of 
Red.  It  implicitly  simply  omits  any  attention  by  Red  to  valueless  targets,  such  as  decoys; 
prosecuting  decoys  both  wastes  the  Red  ammunition  inventory  and  betrays  Red  presence. 
Subsequent  models  will  rectify  this  simplification. 

Another,  and  related,  missing  feature  is  the  assumption  that  all  Reds  can  correctly 
classify  the  different  types  of  Blue  Attackers.  This  unrealism  may  also  be  rectified. 

Model  S-3.  Allowing  for  Red  Misclassification  of  Blue  Target  Types 

Suppose  there  are  I  Blue  target  types.  Let  ou  be  the  probability  a  Blue  target  is  of  type 
i,  i=  1, ...,  7.  Let  yij  be  the  probability  Red  classifies  a  Blue  type  i  target  as  a  type  j  target. 

E[Kb ] 


=  XX«‘^  {&RQ  U)Prq  0)  +  Qri  U)Pri  O')  +  \®RQ  0)0  “  Pbrq  )  +  6ri  0)0  ~Pbri  )]£[^b  ]} 

*  j 


[««  (j)pK(i) +e„  (j)p„  (;)] 

_ i  j _ ^ _ 

1  -  X  X  0)0  -  Pbrq)  +  6  ri  0)(1  -Pbrj)] 


>  j 


(3.8) 


X  X  a>y  a  [6»q  U)p*a  0) +0ri  (j)pRi  0)] 

i  J _ _ _ 

RQ  (j)PbRQ  +Qr1  (j)P B R1  ] 

i  j 

To  find  the  values  of  0RQ(j)  that  maximize  E[Kb],  note  that  the  value  of  0RQ(j)  can  be 
determined  for  each  j  independent  of  the  other  values.  Fix  the  values  of  Orq(0  i  *j,  then 
E[Kb]  can  be  rewritten  as 
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where 


g(0*s>U)) 


Ci  (0) + 2  a.-r «  [0*e  COflw?  (0 + Ori  U)pRi  (*)] 

i 

C2 (0)  +  2  GCiY ij[d  RQ  (j)P SRQ  +  Ori  (j)P BR1  ] 
i 


ci  (i) + ^£,M^\J%0rq  C/W(  0 +0m  U)p «  (0] 

i 

C2  (1)  +  2  ^(l|y)[^*0  U)PbRQ  +  $#/  O')/5 S«/  ] 

i 


(3.9) 


*(;|j)  =  _£&_  (3.10) 

2a*y*; 

* 

the  conditional  probability  the  target  is  of  type  i  given  it  is  classified  as  type/;  Ci(0),  C2(0), 
c,(l),  and  C2(l)  are  constants  not  involving  6rq(j). 

Let 

aw-hw*21 

i  *BRQ 

(3.11) 

AO)-E*«/)^ 

t  *  BRJ 

and 


M{j)  =  max(/e  (/),/*(/)).  (3.12) 

Since 

2  *W/X**e  (y)^G  (0 + Ori  U)Pri  (0] 

Rq(j)P WQ  +0r,U)P B/y] 

i 

for  /=1, 0<ft?g(0^1,  it  follows  that  the  heuristic/approximate  strategy  to 
maximize  the  expected  number  of  Blue  kills  for  Red  is  as  follows: 
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For  a  target  that  is  classified  as  type; 


Emit  extensively  if  n{i\j)  ^ n(i\j) 

,= 1  PbRI  «=1  Pi WQ 

(3.13) 

Emit  minimally  if  7r(t|;')  —  ■  —  <  ^  tt(z|; ) 

i  P m  i  Pbrq 

where  (3.10)  gives  7r(z|;). 

Finally,  in  an  Appendix,  we  consider  a  more  ambitious  but  again  deterministic  model 
that  allows  for  presence  of  Blue  decoys  introduced  to  economically  deceive  Red  into 
firing,  and  hence  revealing  itself. 
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Appendix 
Model  D-2: 

Deterministic  Informational  Dynamics  with  Attacker  Decoys  Present 

Suppose  that  at  time  t  after  campaign  initiation  there  are  B/Jf)  active  Blue  Attackers  in 
region  within  reach  of  any  Reds  (EAD  units);  let  Bsi(t)  be  the  number  of  Blue  attacker 

counterfeits  (decoys  or  surrogates);  these  can  attract  Red  missile  shots  and  are  vulnerable. 
Here  i  =  U  or  D,  signifying  undetected  or  detected. 

Red  States,  and  State  Transition 

Red  EAD  units  are  present  in  the  region  91  at  r  =  0;  some  can  leave,  and  others  can 
enter.  Those  within  the  region  can  either  be  fixed  in  place  and  potentially  active  against 
Blue  intruders,  or  in  motion  from  one  location  (hiding  place  and  launching  spot)  to 
another. 

Assume  that  when  a  Red  is  in  motion  it  may  be  detected  by  Blue  “overhead”  assets, 
e.g.  JSTARS  or  possibly  satellites,  but  not  immediately  nor  with  certainty,  and  assume 
that  such  detections  are  corrupted  by  Red  deliberate  false  targets/decoys  and/or  by 
involuntary  false  targets.  Importantly,  and  as  before,  when  a  Red  launches  a  missile  against 
a  Blue  Attacker,  it  reveals  itself  and  its  location:  if  the  anti-Blue  missile  is  quietly  guided 
(emission  is  used  minimally)  the  probability  of  its  detection  is  positive,  but  if  the  launcher 
emits  extensively  to  perform  guidance  its  presence  is  revealed  with  much  higher 
probability.  It  is  assumed  that  such  Red  (EAD)  presence  is  recorded  on  Blue  memory  data 
bases  and  acted  upon:  the  locations  may  be  attacked,  or  observed  and  stimulated  to  fire 
again  to  reveal  presence.  Of  course  if  the  Red  has  moved,  any  Blue  attack  at  a  (former) 
location  is  likely  to  be  useless  (unless  another  Red  has  moved  into  the  locality).  Thus  a 
Red  unit  can  be  in  a  moving  and  undetected! detected  state,  a  fixed  and 
undetected! detected  state,  with  an  additional  recorded  history  of  recent  emission  or  none. 
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Mode!  D-2 


The  following  variables  enumerate  the  numbers  of  Red  EAD  units  in  the  various  states 

at  time  t.  By  rights,  these  are  discrete-valued  (counts)  random  processes.  But  we  describe 

them  generically  in  terms  that  might  be  known,  and  unknown,  to  the  Blue  forces. 

RAFuit)  =  number  of  active  Red  units  that  are  fixed  in  location  and  undetected 

R^oit )  =  number  of  active  Red  units  that  are  fixed  in  location  and  detected.  These  can 
have  been  detected  by  general  Blue  surveillance,  e.g.  ground  observation  or 
UAVs,  or  have  revealed  themselves  from  a  recent  missile  shot  at  a  Blue: 
either  Attacker  or  Decoy.  These  Red  units  are  subject  to  Blue 
attack/prosecution.  They  can  change  status  by  moving;  during  such  a  period 
they  can  be  detected,  possibly  targeted,  but  cannot  themselves  launch 
missiles.  Those  that  go  into  motion  have  obliterated  the  identity  and  location 
information  given  by  a  previous  shot,  especially  one  that  utilized 
emission/illumination. 

Rmu(t)=  number  of  active  Red  units  in  motion  and  undetected; 

Ramd(J:)=  number  of  active  Red  units  in  motion  and  detected. 

Also  define 

Rspuit),  RsFD{t),  RsMuit),  Rsm(t)  =  number(s)  of  Red  Decoys  (Red  Surrogates)  in  the 
above  categories  at  time  t.  Finally, 

R/adf)  =  number  of  active  Reds  killed  by  time  t 
Rsx(f)  =  number  of  Red  Decoys  killed  by  timet 
BAu(t)  =  number  of  undetected  active  Blues 
BAo(t)  =  number  of  detected  active  Blues 
Bsu(i)  =  number  of  undetected  Blue  surrogates 
Bsoit)  =  number  of  detected  Blue  surrogates 
BAjcft)  =  number  of  active  Blues  killed  by  time  t 
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Parameters: 


A#(t)  (respectively  hiit))  =  arrival  rate  of  active  Red  (respectively  Blue)  shooters  to 

area 

Xusif)  (respectively  =  arrival  rate  of  Red  (respectively  Blue)  surrogates  to  area 
=  mean  time  an  active  Red  shooter  moves 

ftp1  =  mean  time  a  Red  shooter  stays  in  a  fixed  position 

Pmf(D,  U)  =  probability  a  detected  moving  Red  shooter  that  stops  is  lost  from  track 

a(B|fl)  (respectively  cc(R\B))  =  rate  at  which  a  Red  (respectively  Blue)  detected  Blue 

(respectively  Red)  target  is  assigned  to  a  Red 
(respectively  Blue)  shooter 

Qrq  (respectively  0Bq)  -  probability  a  Red  (respectively  Blue)  shooter  emits 

minimally  when  shooting  at  a  target  (is  quieter) 

6m  (respectively  Obi)  =  probability  a  Red  (respectively  Blue)  shooter  emits 

extensively  when  shooting  at  a  Blue  (respectively  Red) 
target 

Sq(R\B)  (respectively  <5g(fi|/?))  =  probability  a  quieter  Red  (respectively  Blue)  shooter  is 

detected  while  shooting  and  put  on  Blue’s 
(respectively  Red’s)  targeting  list 

Si(R\B)  (respectively  5y(B|R))  =  probability  an  extensively-emitting  Red  (respectively 

Blue)  shooter  is  detected  while  shooting  and  put  on 
Blue’s  (respectively  Red’s)  targeting  list 

5f(/?|£)  =  probability  an  undetected  fixed  Red  is  detected  by  Blue 

5vy(i?|B)  =  probability  a  moving  Red  is  detected  by  Blue  and  put  on  his  targeting  list 

Pqk(B\R)  (respectively  pqk(R\B))  =  probability  a  minimally-emitting  Red  (respectively 

Blue)  kills  a  Blue  (respectively  Red)  target 

Pek(B\R)  (respectively  pek(R\B))  =  probability  an  extensively-emitting  Red  (respectively 

Blue)  kills  a  Blue  (respectively  Red)  target 

Vm(R\B)  =  rate  at  which  a  detected  moving  Red  target  is  lost  from  track 
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v(i?|i?)  =  rate  at  which  a  detected  Blue  target  is  lost  by  Red 

pc(R\B)  (respectively  pc(B\R))  =  probability  Blue  (respectively  Red)  correctly 

classifies  the  detected  Red  (respectively  Blue)  target 
as  active  or  surrogate 


=  PM  pMF  {p,  U  )Ramd  (( )  +  PmRamu  (t )  “  PfRafu  (0 

uf  *  i.  "...  y.  *  '  1  v  J  » 

rate  at  which  detected  rate  at  which  rate  at  which 

moving  active  Reds  stop  undetected  active  undetected  fixed 

and  are  lost  when  fixed  moving  Reds  stop  active  Reds  move 


Oc(B\R)Rafu  (t) 


BAp(t)+Bsp(t) _ Rafu(() 

1  +  {Bad  (0 + Bsd  (f))  Rafv  (0 + Rafd  {t) 


xlo^Q{ty)+eu8,(F\B)) 

V* _ _ _ — V - — - * 

rate  at  which  detected  Blue  targets  are  assigned  to  undetected  Red  shooters  and  shooters  are  detected  _ 


—SP  [R\B)pc  (R\B)Rafu  (t ) 

\ - * - / 

rate  at  which  undetected 
fixed  Reds  are  detected  and 
classified  correctly 


(A.1) 


dWQ  _ 


dt 


Rafu (0 


Rafd{1)+ Rafu  (0 


Rafu(0 


xW^^(0‘oSem+eKS,m 


PfRafd(0 

- - » - ' 

rate  at  which  detected 
fixed  Reds  move 


RAFD{t ) 


V 


x(0rqPqk  (it|B) +9riPek  WP)) 


Rad  (0  +  Rsd  (t) 

l  +  RAo(t)  +  RsD  (0. 


rate  at  which  detected  active  Reds  are  killed  by  Blues 


(A.2) 


+pMRAw{t)(  1  -  Pw(D,U ))  +  8f{I$B)pc(R\B)Rafu  (0 


rate  at  which  detected  moving  Reds 
stop  and  are  still  detected 


rate  at  which  Blue  detects  and 
correctly  classifies  active  Red  targets 


20 


where  Rad(jO  =  Rafd(S)  +  Ramd (?)  and  Rsp(t)  =  Rsfd(0  +  Rsmd(  ?) 


dRAMD{t) 

dt 


dRAMvjt) 

dt 


dRsFujt) 

dt 


—  A#  (?) + 8  m  (^|^)pc  {R\B)Ramu  (?)  ~  V*/  {R\B)Ramd  {t)  —  PmRamd(J') 

\ - - - '  v - > - '  v - v - ' 

rate  at  which  undetected  active  moving  rate  at  which  detected  rate  at  which  detected 

Reds  are  detected  and  classified  correctly  moving  active  Reds  are  lost  moving  active  Reds 

become  fixed 


a(/?|5X£u>(?)+£«/(?)) 


R/Mp{t) 


RAo{t) + Rsp(t) 


x  iIrI («*Ws)+^M 

S - - - ' 

rate  at  which  detected  moving  active  Reds  are  killed 


(A.3) 


—  —8m  (R\B)Pc{R\B)RaMU  (0  +  V m{R\B)R AMD  (0 

> - - - v - '  ' - V - ' 

rate  at  which  undetected  moving  active  rate  at  which  detected 

Reds  are  detected  and  correctly  classified  moving  active  Reds  are  lost 

(A.4) 

+[3f  (Rafu  (?)  +  Rafd  (t))  —  Pm  Ramu  (?) 

y - v - '  ' - - - ' 

rate  at  which  fixed  active  rate  at  which  moving 

Reds  move  active  Reds  stop 


=  PuRsUuit)  —  pFRsFuit ) 

- - v - '  ' - V - ' 

rate  at  which  rate  at  which 

undetected  moving  Red  undetected  fixed  Red 
surrogates  stop  moving  surrogates  start  moving 

(A.5) 

—8f  (?)  +  PmPmf  (D,  U)Rsmd  (t) 

rate  at  which  undetected  rate  at  which  detected  Red  surrogates 

fixed  Red  surrogates  are  become  fixed  and  are  lost 

detected  by  Blue 
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(^^(l  -  PC  (0  +  ^ «  (1  -  t/))^M/>  -  >3^/?S^  (/) 

dt  v  - '  v - - - : - ' 

***  ▼ I  I  i_  _ * _ i _ _ 


rate  at  which  fixed 
Red  surrogates  are  detected  and 
incorrectly  classified  as  active  targets 


rate  at  which  detected  moving 
Red  surrogates  become  fixed 
and  are  not  lost 


,i+«lwS)(e'oPc,[(sW+e"p“(R|s)) 

■  I  I  ■"  1  "  TT 

rate  at  which  fixed  Red  surrogates  are  killed 


(A.6) 


dRsMvjt} 

dt 


&Rs(t)  +  Pf(RsFV  (t)  +  Rsfd  (0)  — 

'  - > - ' 

rate  at  which  fixed 
Red  surrogates  start 
to  move 


8M(R\B)RsMu(t) 

V  y  J 

rate  at  which  undetected  moving 
Red  surrogates  are  detected 
by  Blue 


pM^SMuif) 

' - v - ' 

rate  at  which 
undetected  moving 
Red  surrogates 
become  fixed 


(A.7) 


dRsMpjt) 

dt 


8m  (i?|S)(l  -  pc  {R\B))RSMv  (0  - 

v  1  11 1  v  — — — ; - / 

rate  at  which  undetected  moving 
Red  surrogates  are  detected 
by  Blue  and  misclassed  as  being  active 


Pm  Rsmd  (^) 

' - * - ' 

rate  at  which 
detected  moving  Red 
surrogates  become  fixed 


a{R\B)(BAD  (0  +  BAU  (0) 


Rsmd 


Rad  (t)  Rsd  (0 


X 


RAp{t)+Rsp(t) 

1  +  R/j)(t )  +  Rsd  (t) 


■  {ObqPqk  {R\B)  +  QbiPek  {R\B)) 

) 


(A.  8) 


rate  at  which  Blue  kills  detected  moving  Red  surrogates 


dBAU  (t) 
dt 


Uf) 

arrival  rate 
of  Blue  actives 
to  area 


n./pi  BAu(t)  /f\  -  p  /fv\  BAp(t)  +  Rsp(t)  _ 

x(6bQ5q(B\R)+9biSe{B\R)) 

- - - - -v - — - / 

rate  at  which  shooting  active  Blues  arc  detected  by  Red 


(A.9) 


+v(fi|/?)B/1z>(r)  -  8M(B\R)pc{B\R)BAU(t) 

- - - ' - ✓ - : - / 

rate  at  which  detected  rate  at  which  undetected  active  Blues  are 
active  Blues  are  lost  detected  by  Red  and  correctly  classified 


22 


d^AD  (Q  _ 
dt 


a{B\R) 


Rafu(i) 


Rafu  (t) 


Rafu  (t)  +  RaFd{0 


+  RAFD(t) 


Rafd{() 


Rafu  ( t)  +  RAFD{t ) 


BAp(t)  +  Bspjt)  Y  BAo(t) 


1  +  Bad  (t) + Bsd  (0  A  Bad  (0  +  &sd  (t) 


x{9rqPqk  (R)  +  RriPek  (R)) 


rate  at  which  detected  active  Blues  are  killed  by  Reds 


ff 


Bau  it) 


Bau  {t)  +  BAo{t)  J 


RADjty+Rsp(t) 


1  +  Rad  (t)  +  Rsd  (t) 


(Rau  (t)  +  Bad  {t )) 

\(9BQSQ{B\R)+eBISE(B\R)) 


rate  at  which  shooting  undetected  active  Blues  are  detected  by  Red 


+  S(B\R)Pc  {B\R)Bau  ( t ) 

- - V - '  - - v - ' 

rate  at  which  detected  rate  at  which  undetected  active  Blues 
active  Blues  are  lost  are  detected  and  correctly  classified 


RBaK  (t) 

dt 


a(B\R) 


Rafu  it) 


Rafu  it) 


Rafu  (t)  +  RAFo(t) 


+  Rafd  (t) 


Rafd  (t) 


Rafu  (t)  +  Rafd  (t) 


BAD(t)  +  BsD(t) 

1  +  Bad  (t)  +  Bsd  (t)  J 


V 


Rad (t) 


Bad  (jO  +  Bsoit) 


x(0rqPqk  ( R )  +  OriPek  (R)) 


rate  at  which  detected  Blues  arc  killed  by  Reds 


— ^ 1  =  ^Bs(t)  -S(B\R)BSu(t) 

arrival  rate  of  detection  of  Blue 

Blue  surrogates  surrogates  by  Red 


(A.  10) 


(A.  11) 


(A.  12) 
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=  8{B\R){\-pc{B\R))Bsv{t) 

C&t  v  .  1111  v  '  '  *"‘  '  ^ 

rate  at  which  surrogate  Blues 
are  detected  and  incorrectly 
classified  as  active 


We  do  not  explore  these  expressions  numerically  at  this  time,  although  such  is  within 
the  capability  of  many  differential  equation  solvers,  such  as  MATLAB. 


24 


DISTRIBUTION  LIST 


1 .  Research  Office  (Code  09) . 1 

Naval  Postgraduate  School 

Monterey,  CA  93943-5000 

2.  Dudley  Knox  Library  (Code  013) . 2 

Naval  Postgraduate  School 

Monterey,  CA  93943-5002 

3.  Defense  Technical  Information  Center . .. . 2 

8725  John  J.  Kingman  Rd.,  STE  0944 

Ft.  Bel  voir,  VA  22060-62 1 8 

4.  Therese  Bilodeau  (Editorial  Assistant) . 1 

Dept  of  Operations  Research 

Naval  Postgraduate  School 
Monterey,  CA  93943-5000 

5.  Prof.  Donald  P.  Gaver  (Code  OR/Gv) . 5 

Dept  of  Operations  Research 

Naval  Postgraduate  School 
Monterey,  CA  93943-5000 

6.  Prof.  Patricia  A.  Jacobs  (Code  OR/Jc) . 5 

Dept  of  Operations  Research 

Naval  Postgraduate  School 
Monterey,  CA  93943-5000 

7.  Prof.  Dan  Boger . 1 

Chair,  C3I  Academic  Group 

Naval  Postgraduate  School 
Monterey,  CA  93943-5000 

8.  Dr.  Michael  P.  Bailey . 1 

Principal  Analyst,  Modeling  &  Simulation 

MCCDC 

3300  Russell  Road 
Quantico,  VA  22134-5130 

9.  Prof.  D.  R.  Barr . 1 

Dept,  of  Systems  Engineering 

U.S.  Military  Academy 
West  Point,  NY  10996 

10.  CAPT  Barrett . 1 

SEW  Strategic  Planning  Office,  N6C5 

2000  Navy  Pentagon,  Rm  5C633 
Washington,  DC  20350-2000 


25 


1 1 .  Mr.  Michael  Bauman . 1 

Director,  USA  Training  &  Doctrine  Command  Analysis  Center  (TRAC) 

Fort  Leavenworth,  KS  66027 

12.  Dr.  Alfred  G.  Brandstein . 1 

MCCDC 

Studies  and  Analysis  Division 
3093  Upshur  Avenue 
Quantico,  VA  22134-5130 

13.  Center  for  Naval  Analyses . 1 

4401  Ford  Avenue 

Alexandria,  VA  22302-0268 

14.  Mr.  Thomas  Christie . 1 

Institute  for  Defense  Analysis 

1800  North  Beauregard 
Alexandria,  VA  22311 

15.  Dr.  Paul  K.  Davis . 1 

RAND  Corporation 

1700  Main  St. 

Santa  Monica,  CA  90406 

16.  Dr.  Bruce  W.  Fowler . 1 

USAAMCOM 

ATTN:  ANSAM-RD-AS 
Redstone  Arsenal,  AL  35898-5242 

17.  Prof.  John  Hanley . 1 

CNO  Strategic  Studies  Group 

Sims  Hall 

686  Cushing  Road 

Newport,  RI  02841 

18.  Dr.  Robert  L.  Helmbold . 1 

CSCA-SPP  OPNS  ANALYSIS 

U.S.  Army  Concepts  Analysis  Agency 
8120  Woodmont  Avenue 
Bethesda,  MD  20814-2979 

19.  Mr.  Walter  W.  Hollis . 1 

Deputy  Under  Secretary  of  the  Army  (OR) 

ATTN:  SAUS  (OR) 

The  Pentagon,  Room  2E660 
Washington,  DC  20310-0102 


26 


20.  Mr.  Lai  Kah  Wah . 

Systems  &  Computer  Organisation, 
Operations  Analysis  Department 

19th  Storey,  Defence  Technology  Tower  B 
Depot  Road 
SINGAPORE  0410 

21 .  Mr.  Koh  Peng  Kong . 

OA  Branch,  DSO 

Ministry  of  Defense 
Blk  29  Middlesex  Road 
SINGAPORE  1024 

22.  Dr.  Moshe  Kress . 

CEMA 

P.O.B.  2250  (TI) 

Haifa  31021 
ISRAEL 

23.  Mr.  Andrew  Marshall . 

Director  of  Net  Assessment 

Office  of  the  Secretary  of  Defense 
The  Pentagon,  Room  3A930 
Washington,  DC  20301 

24.  LTC  M.  McGinnis . 

TRADOC  -  Monterey 

Naval  Postgraduate  School 
166  Bouldry  Rd,  Rm  212 
Monterey,  CA  93943-5213 

25.  COL  R.S.  Miller . 

US  Army  (Ret.) 

Institute  for  Defense  Analysis 
1800  North  Beauregard 
Alexandria,  VA  223 1 1 

26.  Mr.  D.  Morgeson . 

Los  Alamos  National  Labs 

TSA-DO  F606 

Los  Alamos,  NM  87544 

27.  Ms.  Janet  Morrow . 

National  Ground  Intelligence  Center 

220  Seventh  Street,  NE 
Charlottesville,  VA  22902-5396 


28.  Mr.  H.  Kent  Pickett . . 1 

Director,  Modeling  and  Research  Directorate 

TRAC  Fort  Leavenworth 
Fort  Leavenworth,  KS  66027 

29.  Dr.  Allan  S.  Rehm . 1 

13320  Tuckaway  Drive 

Fairfax,  VA  22033 

30.  Mr.  Vincent  D.  Roske,  Jr . 1 

The  Joint  Staff,  J8 

The  Pentagon 

Washington,  DC  203 1 8-8000 

31.  Dr.  Emest  Seglie . 1 

Science  Director,  DOT&E 

3E3 18  Pentagon 
Washington,  DC  20301-1700 

32.  Dr.  William  Stevens . 1 

Metron 

512  Via  de  la  Valle 
Suite  301 

Solana  Beach,  CA  92075 

33.  Mr.  Clayton  J.  Thomas . 1 

AFSAA/SAN 

1570  Air  Force  Pentagon,  Room  1E387 
Washington,  DC  20330-1570 

34.  Mr.  E.B.  Vandiver  IE . . . 1 

U.S.  Army  Concept  Analysis  Agency 

1820  Woodmont  Avenue 
Bethesda,  MD  20814-2979 

35.  Dr.  Howard  L.  Wiener . 1 

SEW  Strategic  Planning  Office,  N6C5 

2000  Navy  Pentagon,  Rm  5C633 
Washington,  DC  20350-2000 

36.  Mr.  Robert  Wood . 1 

Director,  Center  for  Naval  Warfare  Studies 

Luce  Hall 
Naval  War  College 
Newport,  RI  02841 

37.  Dr.  Mark  A.  Youngren . 1 

4618  Duncan  Drive 

Annandale,  VA  22003 


28 


